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Obwasn uacmo

3amanue 1.

Bbi0epuTe npaBWIbHbBIN OTBET:
Kak Ha3pIBaeTcst OTHOLIEHHE MPUOBUIN K 3aTpaTaM, BEIPa)KEHHOE B MPOLIEHTaX ?

A) noxon
b) cebecTonmocTh
B) penTabenbHOCTH

KonnuectBo 0ayuioB 3a 3amanue — 2

OTtBeT:

3amanue 2.

Bbi0epuTte npaBuJbLHbBIH 0TBET
Haiinure yeprex, COOTBETCTBYIOLIMI JieTalu, OJIy4€HHON B pe3ysibTaTe IpeoOpa3oBaHus ee
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KomnuectBo 0aioB 3a 3agaHue — 2

OTtBeT:
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3amanue 3.

DOYHKUMOHAJIBbHO-CTOUMOCTHO aHaau3 (®CA) — 3TO0 MeToJ PKOHOMUM M Oepe:KIHMBOCTH B
npouecce MPOU3BOACTBA W NOTpedenuss wu3genauii. OCHOBHOI 3ajgadeii MeTona siBJsieTCS
onpejieieHHe HENMPOAYKTHBHBIX 3aTpaT WM MH3/Aep:KeK BO BpeMsl H3rOTOBJIEHUSI W3/eJIHs,
KOTOpbIe He 00ecleYnBal0T Ka4eCTBO, MOJIE3HOCTh, J0JIMOBEYHOCTh, ICTETUYHOCTH WJIH JAPyrue
TPeOOBaHUS 3aKA3YNKA NPOTYKIIUH.
YcraHoBHTe BEPHYIO NOCJIe10BaTeabHOCTDH mpouenyp ®CA:
a) BBIOOp OOBEKTA aHATU3A
0) ompeneneHue QYHKIHA, KOTOPHIE BBIMOIHICT OOBEKT U €0 COCTABHBIC YACTH, UX CTOMMOCTHAS
OIICHKA
B) BbISBJICHHE (PYHKIIMOHAIbHBIX 30H C HAMOOJIBIIUMU 3aTpaTaMu
T') BBISIBIICHUE OCHOBHBIX, BCIIOMOTATENIbHBIX U HEHYXHBIX (YHKIIMI 00beKTa aHaIn3a
) paszpaboTka caMbiX 3()PEKTUBHBIX IyTeH CHIDKEHUS MATEPHAIBHBIX W TPYIOBBIX
3aTpar ¢ OJIHOBPEMEHHBIM COXPaHEHUEM OCHOBHBIX (PYHKIIMI 00BEKTa

KonnuectBo 0ayuioB 3a 3amanue — 2

OtBeT:

3anandue 4.

BepHo sn yTBepaxknenue?
OTINYUTEIHHBIMI MpU3HAKaMH CTapTalia ABJIAOTCA MHHOBAIMOHHAs 6I/I3HGC-I/II[C$[ 1 HOBasd
TEXHOJIOTHSL.

KomnnuectBo 0ayuioB 3a 3amanue — 2

OTtBeT:

3aganue 5.

BoiOepute u3 mnpenioKeHHBIX BAPHAHTOB OTBETAa TOT TEPMHH, KOTOPOMY COOTBETCTBYET
cjieayloliee onpeaeaeHue:

«ITO COBOKYIHOCTh XYIOXXECTBEHHBIX CPEACTB W MPUEMOB HMX HCIOJIH30BAHUS, XaPaKTEPHBIX IS
MPOM3BEJCHUN  WCKYCCTBA, HMCTOPHYECKOM  OSMOXH, a TakKXKe COBOKYITHOCTh  IPH3HAKOB
XYJ0KECTBEHHOTO O(GOPMIICHHSI MIPEAMETHOMN CpeNbl, XapaKTePHBIX AJISl ONMpeNeNEHHOr0 HAMPaBIICHUS
WJIM aBTOPay»

1- xommo3urus

2- IIBETOBOE peIICHUE

3 - CTUIIb

4 — opHAMEHT

KomnuectBo 0aioB 3a 3agaHue — 2

OTtBeT:
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Cneuuaﬂbnaﬂ uacmo

3angadue 6.

I[an CITMCOK yTBep)K)IeHHﬁ. OIIeHI/ITe, ABJIACTCH JIM BEPHBIM KAKA0€ U3 HUX

YrBepxaenue 1.
«Cucmema RAID 0 yseruuuseaem nadescHocmov OaHHBIX 3a cuem pasmewjenus: uHgopmayuu
HA HeCKOIbKUX OUCKAX C 3ePKATUPOBAHUEM OAHHBIXY

YTBep:kaenue 2.
«Cucmema RAID [ yeenuuusaem cxopocmv Oocmyna K OGAHHbIM 34 CUem pazmeujeHus
uHpopmayuu Ha HeCKOIbKUX OUCKAX De3 3ePKATUPOBAHUsL OAHHBIXY

YrBepxaenue 3.
«IIpomoxonwt SSH u Telnet oounarxoso sawuwenvl om nepexeama OanHbIX npu nepeoave
yepes cembvy

YT1Bep:knenue 4.

«DDo0S-amaka s3axniouaemcs 6 mom, 4mo 3710YyMbIULIEHHUK Nepexeamvléaem U UMeHsem
mpaghux mexHcoy 08yMsa CMOPOHAMU CEAZUY

YrBepaxaenue S.

«DynKyus Xewupoganus 6ce20a umeem 0OPAMHYIO oOnepayuro, KOMopas no380isem
B0CCMAHOBUMb UCXOOHBIE OAHHbIEY

KomnnuectBo 0ayuioB 3a 3amanue — 3

OTtBeT:

3anadue 7.

Kakue u3 nepeunciieHHbIX HHKe IPOTOKOJIOB HCIOJIb3YIOTCS /s Oe30nacHol nepegadyn
AaHHBIX? YKaKNTe Bce BepHble BADHAHTHI.

1. HTTPS
2.HTTP
3. SSH

4. Telnet
5. IPsec
6. POP3
7.FTP

KonunuectBo 0ayuioB 3a 3aganue — 2

OTtBeT:
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3ananue 8.

Kaxkoii u3 npuBeIéHHBIX NapoJieil iBJIsieTCsl CaMbIM YSI3BUMbIM (CJ1a0bIM mapoJiemM)?

1. lloveC@ts!

2. P@55w0rd123
3. letmein

4. 123qwe!R

KonnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:

3amanue 9.

YkaxknuTe, Kakasi U3 M0OCJeI0BATEIbHOCTE MOKET ABJIATHCH 3aKOJMPOBAHHON CTPOKOI
B ¢opmare Base64 (StandardRFC 4648)? Axadgasur komupoBanusi Base64
(StandardRFC 4648) comep:KuT JaTHHCKHE CHMBOJIbI, IIU(PHI U CHMBOJIBI cypdukca (+,

- :)

1. ZXhhbXBsZQ==
2. ZXhhbXBsZUA=
3. ZXhhbXBsZQ==!
4.1ZXhhbXBsZQ==

KommuectBo 0asmios 3a 3amanne — 1

OTtBeT:

3ananue 10.

Yro M3 HUKENepeYHCJIEHHOI0 SIBJIAETCH NMPUMEPOM KPHUNTOrpaguyecKoro ajaropurMa
CHMMETPUYHOro mudpoBanus?

1. RSA
2. AES
3. DSA
4. ECC

KomnuectBo 0amioB 3a 3agaHue — 2

OTtBeT:
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Samanue 11.

Yro Takoe counajibHasi HHKeHepHusl B KOHTeKCTe HHGOPMALMOHHOM 0e30macHoCTH?

1. DTo MeToxm, mMpHU KOTOPOM 3JIOYMBIIUIEHHHK HCIIOJIb3yeT TEXHUYECKUE YS3BUMOCTH JUIS
MOJTyYeHUSI HECAHKIIMOHUPOBAHHOTO JIOCTYIA K CUCTEME

2. DTOo MeToA, NMpU KOTOPOM 3JIOYMBIIUICHHUK HCIOJNB3YET MAHHUMYIAIUHA M OOMaH JUIs
noJTy4eHus KOHpUAeHIMaTbHOM HH(pOpMaUU OT MOIb30BaTEICH.

3. Dro Meroa, MpH KOTOPOM 3JIOYMBIIUICHHUK HCIONB3yeT (GU3NYECKUH JOCTYI K
YCTPOWCTBAaM, YTOOBI IMTOIYYHUTh TOCTYI K JAHHBIM.

4. 310 METOM, PHU KOTOPOM 3JIOYMBIIIUIEHHUK HCIIOJIB3YeT KPUNTOTPaPUUIECKUE YSI3BUMOCTH
IS B3JIOMa CHCTEMBI.

5. DTo Meron, mpH KOTOPOM 3JIOYMBIIUICHHHK B3JIAMBIBAET CHUCTEMY C HCIOJIb30BAHHUEM
KPaykKl JIMYHBIX TAHHBIX Yyepe3 (pHUITHHTOBBIC aTaKH.

KonnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:

3ananue 12.

Ykaxurte, BepHO JIM CJIeAylolIee YTBepKIeHne

«Mcnonp30BaHUE CIIOXKHOTO TApOJs IS Ballled YYETHOW 3amucu O00eCleYMBaeT 3alllUTy OT
BCEX BUJIOB aTaK Ha MapoJiby

KomnnyectBo Oaios 3a 3amanne — 1

OtBeT:
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3ananue 13.

YcTraHoBHUTE COOTBETCTBHE MEXKAY TUIIAMU CETEBLIX yCTPOﬁCTB H UX (1)yHKIII/IHMI/I:

1. KommyTarop

a. YCTpoHCTBO, OIpeaesonee Jydllni
MapuipyT Jid Tepeqadd  JaHHBIX MEXIYy
CETSIMU

2. Mapupyrtuzarop

0. YctpoiicTBo, QuiubTpyroliee BXOASIIUN |
UCXOMAIINI TpaduK B ceTh

3. Touka gocryna

B. YcTpoicTBO, Tpeodpasyromiee udpoBbIe
CHTHaJIbl B aHAJIOTOBbIE M O00paTHO [Is
nepcaadn JaHHbIX 11O Teﬂe(I)OHHI)IM JIMHUAM

4. KoH1ieHTpaTop

r. YCTpOWCTBO, Iepenaroiiee JTaHHbIC BCEM
yCTpOMCTBAaM B CETH  HE3aBHCHUMO  OT
Ha3HAYECHUS

5. bpanamayap

I. YCTpOMCTBO, Mepenarolee JaHHbIE MEXKIY

CETEBBIMU Yy3JIaMU Ha BTOPOM YPOBHE MOJIEIH
OSl

6. Monem

e. VYcrpoiicTso, obecrieunBaroniee
OecrpoBOHOE COEIMHEHHE JUTSt
MOJIb30BaTENIEN CETH

KomnnuectBo 0ayuioB 3a 3amanue — 5

OTtBeT:

3amanue 14.

Kakasi u3 TexHoJ0oruii npeaHasHavyeHa AJd 3alllUThl JaHHBIX HA YPOBHE or[epalmomloﬁ

CHCTEMBI?

1. BitLocker
2. Firewall
3. VPN

4. 1DS

KomnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:
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3aganue 15.

YKaxuTe, BEPHO JIU cJleaylolee yTBep:KIeHne

«ATtaka Mmeromom rpyooii cuisl (bruteforce) sddexruBHa TONBKO MPOTHB CIa0BIX MapoJIEH,

COCTOSIIIIUX U3 POCTHIX CJIOBY
KonnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:

3ananue 16.

Eciim  corpyaHMK  CJOy4alHO  yJaJauT
HH(opMaLOHHOI
0e3omacHocTH OyaeT HapyleH?

1. KoHduaeHmaibHOCTh
2. IlemocTHOCTH

3. JocTymHOCTh

4. HeoTkazyemocTb

KomnuectBo 0asuioB 3a 3amanue — 1

OtBeT:

BaKHbI¢

JaHHbIE,

KaKou

NPUHIHT

Samanme 17.

JlonmosiHHTE cilenyloliee yrBep:KIeHne, BbIOPaB NPaBUJIbHbINA BADHAHT 0TBETA

B arakax tuma "4yenosek nocepeaune” (Man-in-the-Middle, MITM) 3noyMmbInuieHHUEK. . .

1. ...mepexBaTbIBaeT W, BO3MOXKHO, HM3MEHSAET TpaduK MEXIy IBYMS CTOpOHamMH 0e3 ux

BCaoMa.

2. ...BBIMIOJHAET OpyT(dopc-aTaKy Ha YYETHBIC 3AITUCH.

3. ...BHEIpSIET BPEAOHOCHBIN KO/ B ONEPALMOHHYIO CUCTEMY.
4. ...ucnionb3yeT SQL-uHBEKIUY U1 OTyYeHUs JOCTyNa K 0a3e TaHHBIX.

KomnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:




N oP

[IKOIBHBIN ATAIT BCEPOCCUHUCKOM OUMITHAIBI ITKOJIBHUKOB 110 TPYAY (TEXHOJIOTHH)
npoduns «MHbpopManmoHHas 6€30MacHOCTY
B 2024/2025 yue6HOoM romy B Cankt-IlerepOypre

KOMILIEKT 3AJAHUMI JJI5 10-11 KJIACCOB

3ananue 18.

Bb1 paboraere B kommanumu Company-Safety. Bbl mosyumim nUCbMO Ha Bally
KOPHOPATHBHYIO MOYTY €O CJIEIYIOIIHM COIePKAHNEM:

«YBaxXacMblil COTPY/IHUK,

MbI IpoBOJMM IUIAHOBOE OOHOBJIEHHE HaIllel cHCTeMbl 0€30IacHOCTH, U BaM HEOOXOIMMO
MOATBEPAUTH CBOM YUETHBIE IaHHBIE JUIsl IPOJIOJKEHUS padOThI C KOPIOPATUBHON CEThIO. DTO
HE00X0AUMO JUIsl MPEeAOTBpAIEHUsT BO3MOXKHBIX COOEB B pabOTe CHCTEMBl U 0OecreueHus
3aIIUTHI BalIUX JIaHHBIX.

[loxxanyiicra, B TeueHue 48 yacoB mepeluTe MO CIEAYIOIIENH CChUIKE, YTOObI MOATBEPAUTH
CBOIO YUETHYIO 3aIMCh. [10/ITBEpINTH YUETHYIO 3a1UCh (CChUIKA KIIMKA0eIbHa).

Jl11g moATBep:KIeHUs. BaM OTPeOyeTCsl BBECTH:
e JloruH u napoiib OT KOPHOPATUBHON MOYTHI
o Howmep tenedona, cBA3aHHBIN C Balllei yUETHOH 3aIHCHIO
e OTBeT HA CEKPETHBIN BOMPOC
o IlonmHoe nms

Ecnu BBI HE BBIIIOJHHUTE 3TO I[CI\/JICTBI/IG B TCUCHHUC YKAa3aHHOro BpPCMCHH, Balll JOCTYIl K
KOpHOpaTHBHOﬁ CCTHU 6yz[eT BPEMCHHO IMPHUOCTAHOBJICH. Maz1 IIPUHOCUM H3BUHCHUA 34

BO3MOJKHBIE HEY/T0OCTBA U OJIaro1apuM 3a MOHUMAaHHUE.

C yBaxxeHuem,
Otnen 6e3omacHoctu Company-Safety»

Banm HeﬁCTBHH? Onumure nmoumaroBo, Kaxk Bbl IMOCTYIIUTE B ITOM CuTyanuum, ydYuTbiBast
HEOﬁXO}II/IMOCTb 3alIMThI KOPIMMOPATHBHLIX TAHHBLIX U y'—ICTHOﬁ 3aIlluCH.

KomnnuectBo 0asuioB 3a 3aganue — 5

OTtBeT:




N oP

[IKOIBHBIN ATAIT BCEPOCCUHUCKOM OUMITHAIBI ITKOJIBHUKOB 110 TPYAY (TEXHOJIOTHH)
npoduns «MHbpopManmoHHas 6€30MacHOCTY
B 2024/2025 yue6HOoM romy B Cankt-IlerepOypre

KOMILIEKT 3AJAHUMI JJI5 10-11 KJIACCOB

3ananue 19.

Jdano 3akoaupoBaHHOe COO00IEHHE B BOCHLMEPUYHON cucreme cumciaenusi. [oab3ysich
Tabauueil, packogupyiite coo0leHHe W 3aNMIINTE MOJYy4YeHHOEe CJI0BO B KadecTBe
oTBeTa

3akoaupoBanHoe coobmieHue: 7075736874617468656c696d6974

KonnuectBo 0asyuioB 3a 3amanue — 7

OTtBeT:




N oP

f OJIMMITHAIBI ITKOJIBHUKOB MO TPY/Y (TEXHOJIOTHH)

npoduns «MHbopManmoHHas 6€3011acCHOCTY
B 2024/2025 yue6HOoM romy B Cankt-IlerepOypre
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3ananue 20.

Ilepex Bamu cooOuienue, 3ammdpposannoe muppom Aréam. Ilpu mudppoBannu ObLIa
UCIO0JIb30BaHa KUpumna (33 0ykssl). Pacumgpyiite coodmenne.

3ammdpoBaHHOE COOOIIEHUE:

®Osoy 1 Dyson ndosy dposyyn, st Dysos 1 Dsioys ndosys pysocbm

bykBa | Ilopsjgok bykBa Ilopsimox bykBa Iopsimok bykBa Iopsimok

a 1 u 10 c 19 b 28
0 2 i 11 T 20 bl 29
B 3 K 12 y 21 b 30
r 4 Ja 13 (i) 22 3 31
a 5 M 14 X 23 10 32
e 6 H 15 I 24 s 33
é 7 0 16 q 25

K 8 n 17 m 26

3 9 p 18 11 27

KomnnuectBo 0ayuioB 3a 3amanue — 8

OTtBeT:
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3ananue 21.

Komnanus, 3anmmamomasici (MHAHCOBBIMHU YCJIYraMH, CTOJIKHYJACh € Cepbe3HOM
npooJieMoi, KOraa oOAMH M3 KJIHEHTOB I0KAJIOBAJICH HA HECAHKUMOHMPOBAHHbIE
TPaH3aKIHMHU, KOTOpble ObLIM MHUIMHMPOBAHbI ¢ ero cyera. PaccienoBanmue mokasalo,
4YTO 3JIOYMBIIJIEHHUK MOJYYHMJ JOCTYNI K KOPINOPATHUBHOM MOYTe KJIUEHTAa U OTHPABWII
3anpochl Ha TMepeBO] CPEeACTB, HCHOJIB3Ysl IEKTPOHHYI0 IMOYTY KJHMEHTa Kak
NOATBEPKAEHHE.

Ilo31Hee BBIICHUIOCH, YTO MOYTOBBIN cepBep KOMIAHWU ObLT CKOMIIPOMETHPOBAH.
HecmoTpsi Ha TO, uT0 cepBepHoe IIO oOHOBJfIeTCST [0 MoOC/eAHell BepcHH,
3JI0YMBIIVIEHHUK OOHAPY:KMJI U BOCIOJIb30BAJICA YSI3BUMOCTBbI), KOTOpasi MO3BOJISET
BBINOJIHUTH KO/l HA cepBepe M MOJYYUTh JOCTYIl K YUYETHBIM 3alUCAM M0JIb30BaTeJIei.
B106aBok, BbISICHHJIOCH, YTO A IMUHHCTPATOP NMOYTOBOI0 CepBepa MCIOJb30BAJ OJAUH H
TOT Ke Mapojb Ha HECKOJbKHX KPHUTHYECKHX CHCTeMaX, 4YTO [O03BOJWIO
3JI0YMBIIVIEHHUKY PAacCIIMPUTH JOCTYN K JIPYTrUM cepBepaM, a JIOTH Tpadguka noxkasajiu
MHOKeCTBEHHbIE HeyIauHble MONBITKH 3aTH 0]l AKKAYHTOM aJIMHHHMCTPATOpA.

A. BpiOepute TEXHHMKH pealu3aluy yrpo3 WH()OPMALMOHHONW OE30MacHOCTH U TEPMHUHBI U3
CIIMCKAa HHWIXKEC, KOTOPLIC OJHO3HAYHO HMMCIKOT MCECTO B IPUBCACHHOM 3IH30/C (I/ICXOI{?[ u3
MIPUBEICHHOTO ONMCAHUS MHIIMICHTA)

1. DkcroiT 4. bpyrdopc 7. Yrposa
HYJICBOTO JTHS
2. ®ummuHr 5. SQL-unbekus 8. Keitimorruur
3. HecaHKIIMOHMPOBaHHBIN 6. MexxcallTOBBIN 9. Dckamanus
JOCTYTI CKPUITHHT TIPUBUIICTUI

OtBerT:

b. Kakme wepsl MNpeaoCTOPOKHOCTH MOXKHO OBUIO MTPENNPHUHSTH 3apaHee, YTOOBI
MPEIOTBPATUTH
9TOT WHITUACHT?

OTtBeT:




N oP

[IKOIBHBIN ATAIT BCEPOCCUHUCKOM OUMITHAIBI ITKOJIBHUKOB 110 TPYAY (TEXHOJIOTHH)
npoduns «MHbpopManmoHHas 6€30MacHOCTY
B 2024/2025 yue6HOoM romy B Cankt-IlerepOypre

KOMILIEKT 3AJAHUMI JJI5 10-11 KJIACCOB

B. Kakue neiicTBusi HEOOXOAMMO MPEANPUHATH IS MUHUMH3AIMU TIOCIEACTBUN TAHHOTO
uHImaenra?

OTtBerT:

I Kak MOXHO yiayyllIMTb MOJMUTUKY YIPABICHUS YYETHBIMH 3allUCAMU W HApOJISIMHU,
9TOOBI IPEIOTBPATUTh OJO0HBIE MHIIUACHTHI B Oynymiem?

OTtBeT:

KomnuectBo 0asuioB 3a 3ananue — 10



