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3ananue 1.

Bbi0epuTe npaBWJIbHbBIN OTBET:

buznec-nnan — 3710 ...

A) cBO€00Opa3HbIil MPOEKT MPEANPUHUMATENILCKON I€ATEILHOCTH IO MTPOU3BOJICTBY U MPOAaKe KaKoro-
160 ToBapa.

b) onHa u3 XxapakTepuCTUK KauecTBa MPOEKTa, KOTOpasi OTPa’kaeT COOTHOIICHHE 3aTPaT U pe3yJIbTaTOB
BHEJIPEHUS C YKOHOMUYECKON TOYKH 3PECHHUSI.

KomnyectBo O0aJuIoB 3a 3amanne—2

OTtBeT:

3amanue 2.

YcTraHoBUTE COOTBETCTBHA:

L
)
1) Fﬂ_ 2) 3)

A) uepmeosic
b) axconomempuueckasn uzomempuyeckas npoexkyus
B) cxema

KomnmnuectBo 0ayuioB 3a 3aganue— 2

OtBer: 1- , 2- , 3-

3ananue 3.

Ha3zoBuTe cocTosiHue 0107keTa CeMbH MPH cJIeyI0LeM COOTHOLIEHUH J10X010B U PACX0/10B:
3apaboTHasi 1ata 4ieHOB ceMbu — 80 ThIC. pyO/mecsn, meHcus - 10 Teic pyO/mecsil, A0Xoa OT
npuycageOHoro xo3sicTBa — 5 ThIC pyO/Mecsiil; KOMMYHANbHBIE IJIaTeXH — 6 ThIC pyO/Mecsll; Ipoe3 —
2 TeIc py0/mecan, HWurtepner — 550 pyb/mecsi; cotoBas cBsizb — 500 pyb/mecsi, kpeaut — 20 Thic
py6/mec.

a) bromker cOanaHCUpPOBaHHBIIH
0) bromxker nedunuTHBIN
B) bromxer npodunutHeIiA

KonnuectBo 0ayuioB 3a 3aganue —2
OrTBer:
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3amanue 4.

HazoBute mnoka3arejb, BeJIMYHHA KOTOPOI0 YCTAHABJHMBAaeTcs (eaepajbHBIM 3aKOHOM,
HCHOJIb3YeTCsl IJIsl PeryJIHPOBAaHUsI OIUIATHI TPY/AQ, PellleHusl 3a/1a4 00513aTeJILHOT0 COIUATBLHOTO
CTPaxXOBaHHUs U Yepe3 onpe/iejieHHOe BpeMsl KOPPEKTHUPYeTCsl B CBSI3U ¢ HH IS eNi:

a) MPOT
0) IIpoXUTOYHBI MUHUMYM
B) IloTpeburenbckas Kop3uHa
r) bromker

KonmnuectBo 0ayu1oB 3a 3aganue —2

OTtBeT:

3aganue 5.

Boi0epuTe u3 npeaio;keHHbIX BAPHAHTOB 0TBETA TOT TEPMHUH, KOTOPOMY COOTBETCTBYET
cjenymolee onpeeieHue:

«DTO COeTMHEHNE WU 00BEIMHEHUE PA3TUIHBIX AJIEMEHTOB B OJTHO Xy/I0’KECTBEHHOE 11EJ10¢,
UMerolIee eTuHYI0 GOopMy U COIEpKaHUE

1- xommo3uus

2- IIBETOBOE pEeIICHUE
3 - OpHaMEHT

4 —put™

KommuectBo 6aiioB 3a 3agaHue —2

OtBeT:
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Cneuuaﬂbnaﬂ uacmo

3ananue 6.

Jan cnmcok yrBep:xaennii. OueHure, siBjasieTcsi JIM BEPHBIM Kax10e U3 HUX

Yr1Bep:xkaenne 1. «KoHpuIeHINATEHOCTD, IETOCTHOCTD U TOCTYITHOCTD — 3TO TPH OCHOBHBIX
MPUHIUIA HHPOPMAIIMOHHOHN 0€301TaCHOCTH.»

YT1Bep:kaenue 2. «YTpo3sl HHHOPMAMOHHON O€30IaCHOCTH MOTYT OBITh KaK BHYTPEHHUMH, TaK U
BHCUIIHUMMU. »

YT1Bep:xkaenne 3. «Bce MeTObI CONMANTBHON HHKEHEPUH JIETKO PACIIO3HABAEMBI»

Yr1Bep:kaenne 4. «Texauueckas 3amuTa HHOOPMAIH BKIIOYAET B ce0s HCIIOIb30BaHKE (HaepBOIIOB
U CUCTEM OOHApYKEHUSI BTOPKCHUII»

YrBep:kaenne S. «Creranorpadus o0ecrieynBaeT TaKyko )K€ CTETIeHb 3aIIUThI, KaK U KpUITOrpadus»

KonuuectBo 0amios 3a 3amanue — 5
OtBeT:

3amanue 7.

Kakoii u3 ciieqyommux MeTo/10B UCIOJIb3yeTcs AJis1 3alMThl 0T SQL-unbekuuii?

1. Vicnionp30BaHMe MPOCTHIX 3aIIPOCOB
2. llndposanue 6a3bl TaHHBIX
3. IlapameTpHr30BaHHBIE 3aITPOCHI

4. Y nanmenue Bcex naHHBIX u3 0a3el 10 Octal

KommuecrBo 0asmios 3a 3amanne — 1
OTtBeT:

3ananue 8.

Kaxoii u3 napoJsieil, npuBeleHHbIX HUKe, ABJIACTCH CAMbIM 3aAIIUIIEHHBIM OT aTaK (CHJIbLHBIM
napoJsem)?

1. 30drowssap

2. Very_$trongPa$$word

3. pa$$word

4. uNbReAkAbLePaSsWoRd

KomnuectBo 0asuioB 3a 3aganue — 1
OrtBer:
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3ananue 9.

Ykaxure, kKakasi U3 M0CJe10BATEJIbHOCTE MOMKET ABJIATHCS 3aKOAHUPOBAHHON CTPOKOH B
dpopmarte Base64 (Standard RFC 4648)? Andasut kogupoBanusiBase64 (Standard RFC 4648)
CO/IEPKUT JJATHHCKHE CHMBOJIBI, IU(PBI B CUMBOJIBI cydukca (+, -, =)

1. GVh c3V yZS4=

2. IGRpc3Rpb$$mdiaXNozZW==

3. aCBpcyB>hIGx1==

4. 3Npb249Z(nJvb)SBvdGhiciBhbmltY=
5. gdGhllsG1lpbmaQsIHRoY

6. aWdh-YmxIIG+dIbmVy-Y X=

KomnnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:

3amanue 10.

Yro Takoe «0Opyrdopc» ataka?

1. Ataka Ha cucTeMy ¢ UCIOJIb30BAaHUEM COLIMATIbHON MHKEHEPUU
2. Meron nepebopa Bcex BO3MOXKHBIX KOMOUHAIMNA aposieit

3. Ataka ¢ HCIIOJIb30BaHHEM BUPYCOB U UepBeit

4. Ataka Ha pU3UUECKyIO 0€30MMaCHOCTh

KomnnyectBo OaioB 3a 3amanne — 1

OtBerT:
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3ananue 11.

Kakoii u3 CJICAYIIIUX THIIOB aTaK HAIIPpaBJICH HA NMEPErpy3Ky cepBepa?

@uUIMHT

DDoS-araka (Distributed Denial of Service)
Cnydwunr

Bpenonocnoe 11O

o

KonnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:

3amanue 12.

YKaxuTe, BEPHO JIH CJIeyolee yTBepKaeHue?

«Ayoum — smo npoyecc amaiu3a u OYeHKu PUCKO8, CEA3AHHLIX C UHDOPMAYUOHHOLU
0e30nacHocmvio 8 OpeaHU3AYUUY

KomnnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:

3ananue 13.

Ycranosure coorBercrBue Mmexxay napamerpamu URL aagpeca u npumepamu:

1. ITpoTokoxn A. www.vsosh.ru
2. IlyTh 110 pecypca b./school/resources
3. Ilopr B.http://

4. Xoct I'.7a=b&c=d

5. 3ampoc J. 80

KomnnuectBo 0asuioB 3a 3amanue — 5

OTtBeT:
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3ananue 14.

Ykaxkure, Ha KakoM u3 ypoBHeil Mmoaenu OSI npoBoauTcsi ataka «4ejiOBeK
nocepeauHe»?

1 ypOBEHb, KaHAJIbHBIN

1 ypOBEHb, CETEBOI

1 ypOBEHb, TPAHCIIOPTHBIN

1 ypOBEHb, IPUKIIATHON

Taka BO3MO>XHA Ha KaXJ0M U3 IIEPEUNCICHHBIX YPOBHEH

1.2
2.3
3.4
4.7
5. A

KomnnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:

3amanue 15.

YKaxuTe, BEPHO JIH CJIeayoliee yrBep:KkaeHue?

«SQL-unvexyuu (snedpenue epedonocnvix SQL-3anpocos) — sensemcs amaxoiu Ha
cemegom yposre mooenu OSI»

KomnnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:

3ananue 16.

Kakoii u3 cjeayrmux THIoB mn(])ponamm HCIIOJBb3YET OAUH KJI104?

CummeTpuaHoe mudppoBaHue
AccumerpuyHoe muppoBaHue
XamupoBaHue
Creranorpadus

PoobdE

KomnnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:
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Samanue 17.

JlomosiHuTe ciieayomiee yrBepskaeHue, BHIOPaB NPaBUJIbHbIA BAPUAHT 0TBETA

Cucrema, KOTOpPasi KOHTPOJIUPYeT U GUIbLTPYeET ceTeBOM TpapuK MeK1y KOMILIOTEPaAMH U
BHEIIHEH ceThI0 HA3bLIBaeTcs...

. ...pyTkur

2. ...6panamaysp
3. ...x2o1

4. ... 5KCILIOUT

KomnnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:

3amanue 18.

BbI noJIyYHJIM MUCHMO HA BaILy MOYTY €O CJIeYIOIIHM CO/Iep:KaHueM:

Tema: Cpounoe obHo1€HUE YUEeMHBIX OAHHBIX

Yeaowcaemwiii compyonux,

B ceéazu ¢ obuosnenuem nawieil cucmemvl Oe30NACHOCMU, 8aM HEOOXOOUMO CPOYHO
noomeepoums ceou yuemuule daunvie. Ilodcanyiicma, cesdcumecs ¢ HAWUM OMOENOM
HUT-nooodepaicku no Homepy meneghona, yKkasaHHoMy Hudice, 4moodvl 0OHO8UMb OaHHbLE U

uzbescamo 6PEMEHHO20 OMKNIOYEHUA ealueco docmyna K Kopnopamueﬁod cemu.

Lna 3aeepwenus obHoGNeHUA 6amM hompedyemcs npedoCmagums J02UH U Napoilb Om
gauiell y4emHou 3anucu, a makice Koo, Komopbwiil 6bi noxyyume no SMS.

C ysaoicenuenm,
Omoen UT-noodoepaicku sauieit Komnanuu

Onummre BalIU AeCTBUA.
KommuectBo OasioB 3a 3aganue — 4

OTtBeT:
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3anganue 19.

JlaHo 3aKoAUPOBaHHOE COO0IEHUE B IECTHAANATEPUYHOI cucTeMe cuucaeHus. [loan3ysace
Ta0JIMIel, pACKOAMPYHTE COO0IEHNe U 3aNNIIUTE MOJY4YeHHYI0 (pa3y B KauyecTBe OTBETA.

3akoaupoBaHHOE coolmieHne: 6465636f64696e676973616a6f79

KomnuectBo OaiuioB 3a 3amanue — 8

OtBeT:
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3ananue 20.

Pacumdpyiite coodmenue, 3ammdposannoe mudppom Ardam. [Ipu mudppoBannu 6bL1a
HCcnoab3oBaHa kupumna (33 6yksbl). Pacumgpyiite cooduenne.

3amudpoBaHHOE COOOIICHHE:

¢urnbo wic, s THPYTIHO HIP3

bykBa | Ilopsinok BbykBa IHopsaok BbykBa IHopsiaok BykBa Iopsaok

a 1 " 10 c 19 b 28
0 2 i 11 T 20 bl 29
B 3 K 12 y 21 b 30
r 4 b 13 ¢ 22 3 31
I 5 M 14 X 23 10 32
e 6 H 15 i} 24 1 33
é 7 0 16 4 25

K 8 n 17 1 26

3 9 p 18 11 27

KomnyectBo OajuIoB 3a 3amanue — 8

OtBeT:
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3ananue 21.

B o011 M3 KPYNHBIX KOMIIAHUI NPON30LILIA cepbe3Hasi yTeUKa JaHHbIX, KOI/1a Heu3BeCTHbIe
3J10yMbIILICHHUKH MOJYYWJIN J0CTYNl K BHYTPEHHUM CHCTeMaM. ATaKa HAYAJAaCh ¢ PACCHLIKHM
COTPYIHHUKAM KOMIIAHUHM JIEKTPOHHBIX MK CEM, KOTOPbIE BBITJIsIIeIH KAK COO0IEHHS 0T
JIETUTHMHBIX MOCTABIIUKOB. B 3THX NMUCbMax coiepKaaIuCh CCHLIKH HA NMO/IeJIbHbIE Bed-
CTPaHMIUBbI, Ile COTPYAHMKAM NPeJIarajioch BBeCTH CBOU YUeTHbIE JaHHbIe [JIsl J0CTYNA K
00HOBJIEHHBIM KOHTPAKTAM WU BHYTPEHHUM JOKYMEHTAM KOMIIAHUM.

HexoTopble COTPYIHUKH, HUYET0 He M0103PeBasi, BBeJIH CBOM JIOTUHBI H NAPOJIH, YTO
M03BOJIWJIO 3JI0yMbIIUIEHHUKAM IOJYYUTh JOCTYNl K KOPHOPATHBHBIM Y4eTHbIM 3anucsam. C ux
MOMOIIbI0 3JI0YMBbINIJIEHHUKH MPOHUKJIU B KJIKYeBble CHUCTEMbI KOMIIAHUYN U YCTAHOBHJIM CBOE
1O, koTOpoe MO3B0JIAIO0 YAAJIEHHO KOHTPOJIHPOBATH KOMIIBIOTEPbI M HE3aMETHO NepeJaBaTh
KOH(pUIeHIIUAIBHYI0 HH(popManuio 3a npeaeibl komnanuu. 1o [10 0bL10 cienuaJIbHO
pa3padoTaHo AJIsl TOTr0, YTOObI €ro ObLJI0 CJI0KHO 00HAPYKUTh, H OHO YCIIEIIHO CKPbIBAJIOCH OT
AHTUBHMPYCHBIX NPOrPaMM M CHCTEM MOHUTOPHUHTA.

ATaka ocTaBajiach He3aMeYeHHO#i B Te4eHHe HeCKOJIbKHX Hele/Ib, YTO 1aJ10
3J10yMbIILIEHHUKAM J10CTATOYHO BPeMeHH /IJIf cOopa u nepeaaydn 60JIb1I0T0 00beMa JaHHbIX.

Koraa yreuka Obli1a HakoHel 00HAPY:KEeHA, IKCIEPTHI N0 0€30I1ACHOCTH KOMIIAHUH 0CO3HAJIH,
4TO yuep0 Obl1 HAHECEH 3HAYUTENbHO, M YTO NOTPedyeTcsi MacITadHoe paccje 0BaHue 1A
yCTPpaHeHMs MOCJeICTBH.

A. BpiOepute BU/IbI BpEOHOCHBIX POTPaMM U MEXaHU3MOB pealin3allii ysI3BUMOCTEH, KOTOphIE
ObUIM YIOMSIHYTHI B IIPUBEJCHHOM TEKCTE

1. YUepBb 4. SQL-unbexmus 7. @umHr

2. DKCIJIOUT 5. ATaka HyJeBOro JHs 8. Dckananus npuBUIETUN

3. Tposin 6. ITporpaMMBbI-IIITMOHBI 9. MexcaiiroBbiii ckpunTHHT (XSS)
Ortser:

b. B ponu cniennanucra no vHGpOpMaMoHHOM 0€30MacHOCTH Ha MPEANPHUITHH, OTBETHTE Ha BOIPOC:
JIOCTATOYHO JIM UCIIOJIb30BaHMS TOJIBKO CUCTEM 3aLUTHI IEPUMETPA VISl IPENOTBPALLEHUS TAKUX
atak? OTBeT 00OCHYMTE.

OTtBeT:
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B. Kakue mepsl HE00X0IMMO MPEANPUHSATH, YTOOBI HE TOMYCTUTh TTOBTOPEHHS MTOJ0OHOTO
MHIUJIEHTa B Oyayem?

OtBeT:

I'. KakoBbI IepBbI€ ATy, KOTOPBIE HYKHO MPEINPUHSATH IPH 00HApY:KeHUH BpepoHocHoro 110,
KOHTPOJIMPYIOIIEr0 CUCTEMBI KOMITAHUU?

OTtBeT:

KomnuectBo 0asuioB 3a 3aganue — 10



